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ROSS JOHN ANDERSON

Narozen 15. zafi 1956 ve Wallasey (Velka Britanie).
VYZKUMNE ZAMERENT

Bezpecénostni inzenyrstvi; bezpeénostni ekonomie; kryptografie;
technologicka politika.

VZDELANT

1992-1994  University of Cambridge (PhD, informatika)
1974-1978  University of Cambridge (BA, matematika a pfirodni védy)

PRACOVNI FUNKCE

0d 2021 profesor bezpeénostniho inzenyrstvi,
University of Edinburgh, Velka Britanie
2011 tvaréi volno - hostujici védec ve spoleénosti Google,
Mountain View, Kalifornie, USA; hostujici profesor
na Carnegie Mellon University, Pittsburgh, USA
Od 2003 profesor bezpe&nostniho inzenyrstvi, Cambridge
University, Cambridge, Velka Britanie
2001-2002 tvarcéivolno - Massachusetts Institute of Technology,
USA; National University of Singapore, Singapur;
University of California Berkeley, USA
2000-2003 docent, Cambridge University, Cambridge, Velka Britanie
1995-2000 lektor, Cambridge University, Cambridge, Velka Britanie
1992-1994 doktorand, Cambridge University, Cambridge, Velka Britanie
1981-1991 nezavisly dodavatel a konzultant; napfiklad pro Barclays Bank,
Standard Chartered Bank a pro distribuci elektrické energie
1974-1975 vyvojovy inzenyr, Ferranti, Edinburgh, Velka Britanie

VYBRANA OCENENT

2016 Lovelace medal, British Computer Society,
Londyn, Velka Britanie
2015 Outstanding Innovation Award, Association

for Computing Machinery, Special Interest Group
on Security, Audit and Control (SIGSAC), USA

2012 Louis D. Brandeis Privacy Award, Patient Privacy Rights,
Washington DC, USA

2009 ¢len Royal Society, Royal Society of London,
Londyn, Velka Britanie

2009 ¢len Royal Academy of Engineering (FRENng),

Londyn, Velka Britanie
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VYBRANE VYZADANE PREDNASKY

2018
2018
2017
2016
2016
2014
2014
2014
2012
2012
2012
2011
2011
2011
2010
2009
2007
2005
2003

2001
1999

1997

1995

VYBRANE

Od 2009
Od 2009
Od 2009
0Od 2000

0Od 1993

Usenix Security, Baltimore, Maryland, USA

Information Hiding, Innsbruck, Rakousko

Association for Computing Machinery

Computer and Communications Security

Asia, Abu Zabi, Spojené arabské emiraty

Association for Computing Machinery Computer and
Communications Security (ACM CCS), Viden, Rakousko
Royal Institute of Navigation, Nottingham, Velkéa Britanie
Black Hat, Las Vegas, Nevada, USA

Cathie Marsh Lecture, Royal Statistical

Society, Londyn, Velka Britanie

Annual Privacy Lecture, Berkeley Law

School, Berkeley, Kalifornie, USA

Annual Computer Security Applications

Conference (ACSAC), Orlando, Florida, USA

Amsterdam Privacy Conference, Amsterdam, Nizozemsko
Payment Systems Economics, Kansas, Missouri, USA
Indocrypt, Chennai, India

European Symposium on Research

in Computer Security, Leuven, Belgie

AusCERT Information Security Conference (Australia’s pioneer
Cyber Emergency Response Team), Gold Coast, Australie
Visions of Computer Science (launch of the Academy

of Computer Science), Edinburgh, Skotsko

Centenary lecture, India Institute of Science, Bangalore, Indie
Crypto, Santa Barbara, Kalifornie, USA

Body Sensor Networks, London, Velka Britanie

Principles of Distributed Computing,

Boston, Massachusetts, USA

Symposium on Operating System Principles, Banff, Kanada
Annual Computer Security Applications

Conference, Phoenix, Arizona, USA

Association for Computing Machinery Computer

and Communications Security, Curych, évycarsko
Cryptography Policy and Algorithms

Conference, Brisbane, Austrélie

VEDECKE AKTIVITY

¢len Royal Society, Londyn, Velka Britanie

¢len Royal Academy of Engineering, Londyn, Velka Britanie
¢len Institute of Physics, Londyn, Velka Britanie

¢len Institution of Electrical Engineers (od roku 2006 Institution
of Engineering and Technology), Londyn, Velka Britanie

¢len Institute of Mathematics and its Applications,
Southend-on-Sea, Velka Britanie
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CLENSTVI vV REDAKCNICH RADACH

1993-1997 zakladajici redaktor, Computer and
Communications Security Reviews

VYBRANE PUBLIKACE

‘Why Cryptosystems Fail’' in Communications of the
ACM v 37 no 11 (November 1994) pp 32-40
‘Robustness principles for public key protocols’ (with RM Needham),
in Advances in Cryptology - Crypto 95, Springer LNCS v 963 pp 236-247
‘Security in Clinical Information Systems’, British Medical Association (1996)
‘On the Reliability of Electronic Payment Systems’, (with SJ Beduidenhoudt) in
IEEE Transactions on Software Engineering v 22 no 5 (1996) pp 294-301
‘The Eternity Service’, in Proceedings of Pragocrypt 96 pp 242-252
‘Tamper Resistance — a Cautionary Note' (with MG Kuhn), in Proceedings of
the Second Usenix Workshop on Electronic Commerce (Nov 96) pp 1-11
‘The Risks of Key Recovery, Key Escrow, and Trusted Third-Party
Encryption’ (with H Abelson, SM Bellovin, J Benaloh, M Blaze,
W Diffie, J Gilmore, PG Neumann, RL Rivest, JI Schiller, B Schneier)
in World Wide Web Journal v 2 no 3 (Summer 1997) pp 241-257
‘On The Limits of Steganography’ (with F Petitcolas), IEEE Journal
on Selected Areas in Communications v 16 no 4 (1998) pp 474-481
‘Soft Tempest: Hidden Data Transmission Using Electromagnetic
Emanations’, (with MG Kuhn) in Proceedings of the
Second International Workshop on Information Hiding
(Portland, Apr 98), Springer LNCS v 1525 pp 126-143
‘The Steganographic File System’ (with RM Needham and A Shamir), in
Proceedings of the Second International Workshop on Information
Hiding (Portland, Apr 98) Springer LNCS v 1525 pp 74-84
‘Serpent: A New Block Cipher Proposal’ (with E Biham and LR
Knudsen), in Fast Software Encryption — proceedings of
fifth international workshop (1998), Springer LNCS v 1372 pp
222-238; also submitted to NIST as an AES candidate
‘The Eternal Resource Locator: An Alternative Means of
Establishing Trust on the World Wide Web’ (with FAP
Petitcolas and VM Matyas) in Proceedings of the Third
USENIX Workshop on Electronic Commerce pp 141-153
‘Security Engineering — A Guide to Building Dependable Distributed
Systems', Wiley (2001); Second edition, Wiley (2008)
‘API-Level Attacks on Embedded Systems’ (with Mike Bond),
in IEEE Computer v 34 no 10 (October 2001) pp 67-75
‘Why Information Security is Hard - An Economic Perspective’,
in Proceedings of the Seventeenth Computer Security
Applications Conference (2001) pp 358-365
‘Optical Fault Induction Attacks’ (with S Skorogbogatov),
in Cryptographic Hardware and Embedded Systems
2002, Springer LNCS vol 2523 pp 2-12
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‘The Memorability and Security of Passwords - Some Empirical
Results’ (with Jianxin Yan, Alan Blackwell and Alastair Grant),
IEEE Security & Privacy, Sep-Oct 2004 pp 25-29
‘The Topology of Covert Conflict’ (with Shishir Nagaraja), Workshop
on the Economics of Information Security (June 2006)
‘Protecting Domestic Power-line Communications’ (with Richard
Newman, Sherman Gavette and Larry Yonge), in Symposium
On Usable Privacy and Security (2006) pp 122-132
‘Children’s Databases — Safety and Privacy’ (with lan Brown,
Richard Clayton, Terri Dowty, Douwe Korff and Eileen Munro),
Information Commissioner'’s Office, November 2006
‘The snooping dragon: social-malware surveillance of the Tibetan
movement’ (with Shishir Nagaraja), University of Cambridge
technical report UCAM-CL-TR-746, March 2009
‘Information security: where computer science, economics and
psychology meet’ (with Tyler Moore) in Philosophical Transactions
of the Royal Society A v 367 no 1898 pp 2717-2727
‘Chip and Pin is Broken' (with Steven Murdoch, Saar Drimer and Mike Bond),
at IEEE Symposium on Security and Privacy (2010) pp 433-444
‘Resilience of the Internet Interconnection Ecosystem’ (with Panagiotis
Trimintzios, Chris Hall, Richard Clayton and Evangelos Ouzounis),
European Network and Information Security Agency, April 2011
‘Measuring the Cost of Cybercrime’ (with Chris Barton, Rainer Bohme,
Richard Clayton, Michel van Eeten, Michael Levi, Tyler Moore
and Stefan Savage), at the Workshop on the Economics of
Information Security 2012; and in The Economics of Information
Security and Privacy (Springer 2013) pp 265-300
‘Chip and Skim: Cloning EMV Cards with the Pre-Play Attack’ (with
Mike Bond, Omar Choudary, Steven Murdoch and Sergei
Skorobogatov) at IEEE Security and Privacy 2014
‘The collection, linking and use of data in biomedical research and health care:
ethical issues’ (with Martin Richards, Stephen Hinde, Jane Kaye, Anneke
Lucassen, Paul Matthews, Michael Parker, Margaret Shotter, Geoff Watts,
Susan Wallace and John Wise), Nuffield Bioethics Council, Feb 2015
‘Keys Under Doormats: Mandating insecurity by requiring government
access to all data and communications’ (with Hal Abelson, Steve
Bellovin, Josh Benaloh, Matt Blaze, Whit Diffie, John Gilmore, Matt
Green, Susan Landau, Peter Neumann, Ron Rivest, Jeff Schiller,
Bruce Schneier, Michael Specter and Danny Weitzner), MIT CSAIL
Tech Report 2015-026 (July 6, 2015); also in Journal of Cybersecurity
(2015) and Communications of the ACM v 58 no 10 (Oct 2015)
‘Standardisation and Certification of Safety, Security and
Privacy in the Internet of Things’ (with Eireann Leverett
and Richard Clayton), European Commission (2017)
‘Measuring the Changing Cost of Cybercrime’ (with Chris Barton,
Rainer Bohme, Richard Clayton, Carlos Gafian, Tom Grasso,
Michael Levi, Tyler Moore and Marie Vasek), Workshop
on the Economics of Information Security 2019
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LAUDATIO

JiFi Zlatuska

Vazeni hosté, damy a panové,

dovolte mi predstavit Rosse Andersona - profesora bezpe¢nostniho inzenyr-
stvi pocitadové laboratofe na Univerzité v Cambridge a univerzité Edinburgh
a ¢lena Churchillovy koleje.

Profesor Ross Anderson se narodil roku 1956 ve Wallasey v Anglii a po skon-
¢eni studii na stfedni Skole v Glasgow pokragoval ve studiu na Trinity College
v Cambridge. Bakalarské studium ukondéil roku 1978, poté pres 10 let pracoval
v pramyslu, pfedevsim na projektech zamérenych na poditaGovou bezpeénost.
V roce 1992 se vratil do Cambridge jako doktorsky student, aby pracoval pod
vedenim Rogera Needhama - ¢estného doktora na sousedni Univerzité obrany
v Brné, a zapogal tak svou védeckou kariéru. Roku 1995 ziskal titul PhD a stal se
lektorem pocditacové laboratore na Univerzité v Cambridge. V roce 1998 zalozZil
Ross Anderson Nadaci vyzkumu informaéni politiky zabyvajici se vyzkumem
alobby v oblasti informaénich technologii. V roce 2000 se stal docentem bezpec-
nostniho inZzenyrstvi a v fijnu 2003 pak profesorem na Univerzité v Cambridge.

Bezpec&nostni inZzenyrstvi — jak ho definoval profesor Anderson - je o stav-
bé systém, které zlstavaji spolehlivymi i pfes chyby, zamérné manipulace
nebo nahodné jevy. Jako disciplina se zamérfuje na nastroje, postupy a meto-
dy potfebné k navrhu, vyvoji a testovani ucelenych systému a také k adaptaci
stavajicich systémU podle zmén jejich pracovniho prostiedi.

Ross Anderson zadal svoji védeckou kariéru v oblasti poc¢itacové bez-
peénosti - nebo, jak se dnes Casto fika, kyberbezpeénosti — zkoumanim jak
zakladnich principu kryptografickych algoritmd, tak i jejich nasazovani. Mimo
jiné je spoluautorem blokové Sifry ,Serpent” (spolu s Eli Blhamem a Larsem
Knudsenem) a jednim z finalistd soutéze ,Advanced Encryption Standard“
(AES). Zacal s dulezitym vyzkumem v opomijenych oblastech pocitacové
bezpecénosti, od bezpeénosti hardwaru az po vyuziti zpracovaného signalu.
Profesor Anderson zkoumal v oblasti po&itadové bezpec&nosti fadu novych
zajimavych aplikaci, od zafizeni pro banky az po lékafské zaznamy. Poukazo-
val na zpUsoby selhavani téchto aplikaci, z nichz se mohli vyvojafi poucit. Od
roku 2001 rozvijel bezpeénostni ekonomii jako dal$i platformu pro porozuméni
pocitacové bezpeénosti, protoze systémy velmi ¢asto selhavaji ne kvili tech-
nickym chybam, ale diky nevyvazenym ekonomickym pobidkam. V roce 2001
vydal velmi popularni knihu ,Bezpeénostni inZzenyrstvi — prdvodce budovanim
spolehlivych distribuovanych systéma*. Také prispél k vytvoreni nékolika hojné
roz8itenych systém, od peer-to-peer systému pres zalohovaci méfice spo-
tfeby (se 400 miliony instalaci) az po ,HomePlug standard” pro elektronickou
komunikaci (hojné vyuzivany k rozsifeni sité WiFi). Za tuto praci ziskal v roce
2016 cenu Lovelace Medal, nejvy$8i ocenéni v IT v Britanii.

Béhem své bohaté védecké kariéry byl profesor Anderson v roce 2009
zvolen &lenem jak Krélovské inzenyrské akademie, tak i Kralovské spoleénosti.
V roce 2015 ocenila Asociace pro vypocetni techniku, konkrétné skupina Bez-
pecnost, kontrola a Fizeni, prof. Andersona Cenou za vynikajici inovaci.
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Ross Anderson je diraznym obhajcem akademické svobody, dusevniho
vlastnictvi a zajmU univerzit i mimo Univerzitu v Cambridge a jeji koleje. V le-
tech 2003-2010 a 2015-2018 byl zvolen ¢lenem Akademického senatu uni-
verzity.

Ross Anderson spolupracuje s védci z Masarykovy univerzity od roku
1996. Od té doby byli na univerzité v Cambridge tfi védci z Fakulty informati-
ky MU v rdmci postdoktorského vyzkumného pobytu nebo tviréiho volna (né-
ktefi opakované). Mnoho doktorskych student( také mé&lo moznost navstivit
bezpecnostni skupinu poditacdové laboratore Univerzity v Cambridge nebo se
zUgastnit workshopu o bezpecénostnich protokolech. Témér kazdy rok pokradu-
je spoluprace mezi doktorskymi studenty a akademiky z obou univerzit. A proto
neni ndhodou, Ze se workshop ze tfi let porddanych mimo domovskou univer-
zitu v Cambridge konal dvakrat pravé v Brné za osobni U¢asti prof. Andersona,

Cestny doktorat, ktery dnes prof. Anderson ziskava, neni jen ocenénim
jeho profesionality a védeckych vysledk, ale také uznanim za rozvoj spolupra-
ce s Masarykovou univerzitou, predevsim s fakultou informatiky.
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PROSLOV

Ross Anderson

Vazeni hosté, damy a panové,

s pokorou pfijimém od Masarykovy univerzity ¢estny doktorat.

Lidé se mé Casto ptaji, co je tajemstvim Uspé&Sného multidisciplinarniho
vyzkumu.

Vedouci mé diplomové prace, zesnuly Roger Needham, mél motto, ze
dobry vyzkum vychazi ze skute¢nych probléma. Problémy, jimiz se zabyval, byly
technického razu: souvisely s navrhovanim novych podéita¢ovych systému a si-
tfovym vybavenim. J& jeho tradici nasledoval, ovéem v oboru velkych aplikaci.
Jednim z ranych projektl byla elektrifikace miliond domacnosti v Jizni Africe;
inovace spogivala ve vyuziti kryptografie pfi vyvoji, elektfina se prodavala po-
moci dvacetimistného kouzelného &isla, které jste si koupili v obchodé nebo
v bankomatu a natukali doma do elektroméru. STS systém, ktery jsme na to
vyvinuli, se nyni vyuZziva ve 400 milionech elektromérud ve 100 zemich.

Dal8im projektem bylo pochopit, co se mlze pokazit v platebnich sys-
témech: kdyz Velkou Britanii na po¢atku devadesatych let zachvatila vina
padélatelstvi platebnich karet, dva tisice obéti Zalovalo 13 bank o dva miliony
liber na ztratadch. Mél jsem to Stésti, Ze jsem byl v pozici znalce na strané sté-
ZovatelQ, coz mi umoznilo nasbirat velké mnozstvi dat. Prace na platebnich
podvodech inspirovala mne i mé studenty k tomu, abychom se zaméfili na
metody hackovani chytrych karet i na dalSi zpUsoby, jak obelstit kryptografické
vybaveni, které banky pouzivaji.

Kratce fe¢eno: kdyZ se za¢nete divat nejen na skuteéné problémy, ale
na problémy skute¢né vyuzivanych aplikaci, musite se zabyvat matematikou,
kovem a v§im mezi tim - elektrotechnikou, designem protokolu, softwarem.
Mélo toho ale pfijit jesté vic.

V roce 2001 jsme si zacali uvédomovat, ze pfi¢iny bezpeé&nostnich selhani
v komplexnich systémech redlného svéta obvykle vychézeji ze dvou podnétd.

Jestlize Alice zabezpeduje systém, zatimco Bob hradi naklady v pfipadé
selhani, mlzete oCekéavat, Ze vzniknou potize. Napriklad prevence platebnich
podvodu vyzaduje snahu na strané obchodnikl i bank, které od obchodnik(
ziskavaji transakce, zatimco néklady v pfipadé selhani padaji na drzitele karet
a na banky, které jim ty karty vydavaji. Takto se zrodil obor bezpeé&nostni ekono-
mie. Pro¢ existuje tolik nezabezpeceného softwaru? Kdo zaplati udrzbu, kdyz
uz dnes vkladame software i do zbozi dlouhodobé spotreby jako napfiklad do
aut nebo do Iékarskych pristroji? Pro¢ policie vétsinou ignoruje kyberzlociny,
prestoZe v sou¢asné dobé predstavuji vice nez polovinu v§ech zistnych trest-
nych ¢&ind, a to co do objemu i hodnoty? A pro¢ se za poslednich deset let
vzorce kyberzlocinu pfili§ nezménily, i kdyz jsme se presunuli z notebookl na
mobilni telefony a Zivot se pfesunul na sociélni sité on-line?

Mym poslanim se v pozdé&jsim zZivoté stal vyvoj bezpe&nostniho inZzenyr-
stvi jako discipliny. Stejné jako student mediciny potfebuje znat anatomii, fy-
ziologii, farmacii, psychologii, chirurgii a spoustu dalSich véci a jako architekt
potrfebuje znat strukturalni mechaniku, osvétleni, akustiku, zadkon o Gzemnim
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planovani, kresbu, d&jiny uméni a dalsi véci, tak bezpe&nostni inZzenyr potre-
buje Sirokou $kalu znalosti, od kryptografie po softwarové zabezpeceni a od
fyziky pres ekonomii az po psychologii. Stejné jako v Iékafstvi a architekture
je tfeba tyto komponenty spojit dohromady v kontextu odborné zkuSenosti,
kterou muzeme sousttedit v pfipadovych studiich nebo dale prozkoumévat
pfi pramyslové spolupraci.

Jak technologie méni na§ svét, my akademici budeme muset vyvinout
mnoho novych disciplin, abychom si s tim poradili. Nejvyraznéji se to projevi
v pfirodnich védach a inZzenyrstvi, ale velké zmény prostoupi i do dalSich oblasti.
Jak podpofime humanitni védce, aby provadéli vyzkum v zéplavé dat, ktera
nam nabizeji socialni sité? Jak zajistime bezpecnost a férovost ve svété vSudy-
ptitomnych chytrych zafizeni? Jak budeme radit politickym &initeldm ohledné
soukromi, cenzury a dal8ich problémd, které bude verejnost potfebovat resit?

VéFim, Zze tajemstvim Uspésného vyzkumu neni Fict si: ,,Pojdme udélat
néjakou multidisciplinarni praci,” ale hledat skute¢né problémy a pak stavét
tymy, které jsou potreba k jejich feSeni. To ale potom také znamena vyvijet aka-
demické obory, které by takové prace dokazaly vést, a stejné jako u jakéhokoliv
jiného hodnotného programu maze byt tfeba je deset nebo dvacet let péstovat.
Znamena to také tvorbu podpurnych struktur. Z mého pohledu by kazda dobra
univerzita méla mit ambici udrzovat nékolik takovych dlouhodobych programi
na rozvoj novych typt mysleni. Proto tu koneckonct jsme.

Preji vdm vSem, at se vam tyto snahy dafi!
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SLAUNOSTNI SLIB

Vazeny pane, dfive nez VAm udélim hodnost, kterou
jsme se rozhodli ocenit Vase mimoradné védecké
zasluhy a vynikajici schopnosti, je tfeba zachovat
starobyly zvyk, ktery od téch, jimz ma byt udélena

akademicka hodnost, vyZzaduje, aby slozili slavnostni slib.

Vazeny pane, protoze jste se zaslouzil o rozkvét
této univerzity a dal jste ostatnim pfiklad hodny
napodobeni, zZddam Vas pouze o to, abyste slibil:

Predevsim, Ze této univerzité, ktera nese dlstojné
jméno Masarykovo, trvale zachovate vérnost

a pratelstvi a Ze ji podle svych sil budete podporovat.

Dale pak, ze budete neustéale dbat o rozvoj lidského

poznani, aby se §ifila pravda a aby jeji svétlo zéafilo jasnéji.

A konecné, Ze takovy, jakym jste se ukazal byt,
budete stéle. Zavazujete se k tomu a slibujete to
na své dobré svédomi?

ZAVAZUJT SE A SLIBUJI.

Poté, co jsem s vdéénosti pfijal tento Vas slib, ja, radné
ustanoveny promotor, z moci svého Ufadu Vés,

ROSSI JOHNE ANDERSONE,
JMENUJI CESTNYM DOKTOREM
INFORMATIKY .

Vas$e jmenovani verejné vyhlasuji a udéluji Vam
v8echna prava a vysady, jez jsou s touto hodnosti
spjaty. Na diikaz toho VAm do rukou pfedavam tento
diplom s pedeti Masarykovy univerzity a dekoruiji
Vas zlatou pamétni medaili této univerzity.

SLAVNOSTHT SLIB
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ROSS JOHN ANDERSON

Born on 15 September 1956 in Wallasey (United Kingdom).

MAIN RESEARCH AREAS

Security engineering; security economics; cryptography; technology policy.
EDUCATION

1992-1994 University of Cambridge (PhD, computer science)
1974-1978 University of Cambridge (BA, mathematics and natural science)

POSITIONS HELD

Since 2021 Professor of Security Engineering, School of Informatics,
University of Edinburgh, Scotland
2011 Sabbatical - Visiting scientist at Google, Mountain View,
California, United States; visiting professor at Carnegie
Mellon University, Pittsburgh, United States
Since 2003 Professor of Security Engineering, Cambridge
University, Cambridge, United Kingdom
2001-2002 Sabbatical - Massachusetts Institute of Technology,
United States; National University of Singapore, Singapore;
University of California Berkeley, United States
2000-2003 Reader, Cambridge University, Cambridge, United Kingdom
1995-2000 Lecturer, Cambridge University, Cambridge, United Kingdom
1992-1994 Research student, Cambridge University,
Cambridge, United Kingdom
1981-1991 Self-employed contractor and consultant; clients included Barclays
Bank, Standard Chartered Bank and the electricity metering industry
1974-1975 Development engineer, Ferranti, Edinburgh, Scotland

AWARDS AND HONORS RECEIVED (SELECTED)

2016 Lovelace medal, British Computer Society, London, United Kingdom
2015 Outstanding Innovation Award, Association for Computing
Machinery, Special Interest Group on Security,
Audit and Control (SIGSAC), United States of America

2012 Louis D. Brandeis Privacy Award, Patient Privacy Rights,
Washington DC, United States of America

2009 Fellow of the Royal Society, Royal Society of London,
London, United Kingdom

2009 Fellow of the Royal Academy of Engineering (FRENng),

London, United Kingdom
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INVITED LECTURES (SELECTED)

2018 Usenix Security, Baltimore, Maryland, USA
2018 Information Hiding, Innsbruck, Austria
2017 Association for Computing Machinery Computer and
Communications Security Asia, Abu Dhabi, United Arab Emirates
2016 Association for Computing Machinery Computer and
Communications Security (ACM CCS), Vienna, Austria
2016 Royal Institute of Navigation, Nottingham, United Kingdom
2014 Black Hat, Las Vegas, Nevada, United States of America
2014 Cathie Marsh Lecture, Royal Statistical
Society, London, United Kingdom
2014 Annual Privacy Lecture, Berkeley Law School,
Berkeley, California, United States of America
2012 Annual Computer Security Applications Conference
(ACSAC), Orlando, Florida, United States of America
2012 Amsterdam Privacy Conference, Amsterdam, Netherlands
2012 Payment Systems Economics, Kansas,
Missouri, United States of America
2011 Indocrypt, Chennai, India
2011 European Symposium on Research
in Computer Security, Leuven, Belgium
2011 AusCERT Information Security Conference (Australia‘s pioneer
Cyber Emergency Response Team), Gold Coast, Australia
2010 Visions of Computer Science (launch of the Academy
of Computer Science), Edinburgh, Scotland
2009 Centenary lecture, India Institute of Science, Bangalore, India
2007 Crypto, Santa Barbara, California, United States of America
2005 Body Sensor Networks, London, United Kingdom
2003 Principles of Distributed Computing, Boston,
Massachusetts, United States of America
2001 Symposium on Operating System Principles, Banff, Canada
1999 Annual Computer Security Applications Conference,
Phoenix, Arizona, United States of America
1997 Association for Computing Machinery Computer and
Communications Security, Zurich, Switzerland
1995 Cryptography Policy and Algorithms Conference, Brisbane, Australia

SCIENTIFIC ACTIVITIES (SELECTED)

Since 2009 Fellow of the Royal Society, London, United Kingdom

Since 2009 Fellow of the Royal Academy of Engineering,
London, United Kingdom

Since 2009 Fellow of the Institute of Physics, London, United Kingdom

Since 2000 Fellow of the Institution of Electrical Engineers (became Institution
of Engineering and Technology in 2006) London, United Kingdom

Since 1993 Fellow of Institute of Mathematics and its Applications,
Southend-on-Sea, United Kingdom
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EDITORIAL BOARDS

1993-1997 Founder editor, Computer and
Communications Security Reviews

ORIGINAL PUBLICATIONS (SELECTED)

‘Why Cryptosystems Fail’' in Communications of the
ACM v 37 no 11 (November 1994) pp 32-40
‘Robustness principles for public key protocols’ (with RM Needham),
in Advances in Cryptology - Crypto 95, Springer LNCS v 963 pp 236-247
‘Security in Clinical Information Systems’, British Medical Association (1996)
‘On the Reliability of Electronic Payment Systems’, (with SJ Beduidenhoudt) in
IEEE Transactions on Software Engineering v 22 no 5 (1996) pp 294-301
‘The Eternity Service’, in Proceedings of Pragocrypt 96 pp 242-252
‘Tamper Resistance — a Cautionary Note' (with MG Kuhn), in Proceedings of
the Second Usenix Workshop on Electronic Commerce (Nov 96) pp 1-11
‘The Risks of Key Recovery, Key Escrow, and Trusted Third-Party
Encryption’ (with H Abelson, SM Bellovin, J Benaloh, M Blaze,
W Diffie, J Gilmore, PG Neumann, RL Rivest, JI Schiller, B Schneier)
in World Wide Web Journal v 2 no 3 (Summer 1997) pp 241-257
‘On The Limits of Steganography’ (with F Petitcolas), IEEE Journal
on Selected Areas in Communications v 16 no 4 (1998) pp 474-481
‘Soft Tempest: Hidden Data Transmission Using Electromagnetic
Emanations’, (with MG Kuhn) in Proceedings of the
Second International Workshop on Information Hiding
(Portland, Apr 98), Springer LNCS v 1525 pp 126-143
‘The Steganographic File System’ (with RM Needham and A Shamir), in
Proceedings of the Second International Workshop on Information
Hiding (Portland, Apr 98) Springer LNCS v 1525 pp 74-84
‘Serpent: A New Block Cipher Proposal’ (with E Biham and LR
Knudsen), in Fast Software Encryption — proceedings of
fifth international workshop (1998), Springer LNCS v 1372 pp
222-238; also submitted to NIST as an AES candidate
‘The Eternal Resource Locator: An Alternative Means of
Establishing Trust on the World Wide Web’ (with FAP
Petitcolas and VM Matyas) in Proceedings of the Third
USENIX Workshop on Electronic Commerce pp 141-153
‘Security Engineering — A Guide to Building Dependable Distributed
Systems', Wiley (2001); Second edition, Wiley (2008)
‘API-Level Attacks on Embedded Systems’ (with Mike Bond),
in IEEE Computer v 34 no 10 (October 2001) pp 67-75
‘Why Information Security is Hard - An Economic Perspective’,
in Proceedings of the Seventeenth Computer Security
Applications Conference (2001) pp 358-365
‘Optical Fault Induction Attacks’ (with S Skorogbogatov),
in Cryptographic Hardware and Embedded Systems
2002, Springer LNCS vol 2523 pp 2-12
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‘The Memorability and Security of Passwords - Some Empirical
Results’ (with Jianxin Yan, Alan Blackwell and Alastair Grant),
IEEE Security & Privacy, Sep-Oct 2004 pp 25-29
‘The Topology of Covert Conflict’ (with Shishir Nagaraja), Workshop
on the Economics of Information Security (June 2006)
‘Protecting Domestic Power-line Communications’ (with Richard
Newman, Sherman Gavette and Larry Yonge), in Symposium
On Usable Privacy and Security (2006) pp 122-132
‘Children’s Databases — Safety and Privacy’ (with lan Brown,
Richard Clayton, Terri Dowty, Douwe Korff and Eileen Munro),
Information Commissioner'’s Office, November 2006
‘The snooping dragon: social-malware surveillance of the Tibetan
movement’ (with Shishir Nagaraja), University of Cambridge
technical report UCAM-CL-TR-746, March 2009
‘Information security: where computer science, economics and
psychology meet’ (with Tyler Moore) in Philosophical Transactions
of the Royal Society A v 367 no 1898 pp 2717-2727
‘Chip and Pin is Broken' (with Steven Murdoch, Saar Drimer and Mike Bond),
at IEEE Symposium on Security and Privacy (2010) pp 433-444
‘Resilience of the Internet Interconnection Ecosystem’ (with Panagiotis
Trimintzios, Chris Hall, Richard Clayton and Evangelos Ouzounis),
European Network and Information Security Agency, April 2011
‘Measuring the Cost of Cybercrime’ (with Chris Barton, Rainer Bohme,
Richard Clayton, Michel van Eeten, Michael Levi, Tyler Moore
and Stefan Savage), at the Workshop on the Economics of
Information Security 2012; and in The Economics of Information
Security and Privacy (Springer 2013) pp 265-300
‘Chip and Skim: Cloning EMV Cards with the Pre-Play Attack’ (with
Mike Bond, Omar Choudary, Steven Murdoch and Sergei
Skorobogatov) at IEEE Security and Privacy 2014
‘The collection, linking and use of data in biomedical research and health care:
ethical issues’ (with Martin Richards, Stephen Hinde, Jane Kaye, Anneke
Lucassen, Paul Matthews, Michael Parker, Margaret Shotter, Geoff Watts,
Susan Wallace and John Wise), Nuffield Bioethics Council, Feb 2015
‘Keys Under Doormats: Mandating insecurity by requiring government
access to all data and communications’ (with Hal Abelson, Steve
Bellovin, Josh Benaloh, Matt Blaze, Whit Diffie, John Gilmore, Matt
Green, Susan Landau, Peter Neumann, Ron Rivest, Jeff Schiller,
Bruce Schneier, Michael Specter and Danny Weitzner), MIT CSAIL
Tech Report 2015-026 (July 6, 2015); also in Journal of Cybersecurity
(2015) and Communications of the ACM v 58 no 10 (Oct 2015)
‘Standardisation and Certification of Safety, Security and
Privacy in the Internet of Things’ (with Eireann Leverett
and Richard Clayton), European Commission (2017)
‘Measuring the Changing Cost of Cybercrime’ (with Chris Barton,
Rainer Bohme, Richard Clayton, Carlos Gafian, Tom Grasso,
Michael Levi, Tyler Moore and Marie Vasek), Workshop
on the Economics of Information Security 2019
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LAUDATIO

JiFi Zlatuska

Dear guests, ladies and gentlemen,

Allow me to introduce Ross Anderson - Professor of Security Engineering at
the Computer Laboratory of Cambridge University and University of Edinburgh,
and a Fellow of Churchill College.

Professor Ross Anderson was born in 1956 in Wallasey, England, and
after his studies at the High School of Glasgow went to study at the Trinity
College, Cambridge. He finished his Bachelor studies in 1978, followed by
adecade spentin the industry, working mostly on projects related to comput-
er security. He returned to Cambridge as a research student in 1992 to work
on his doctorate under the supervision of Roger Needham - Doctor Honoris
Causa of the neighbouring University of Defence in Brno — and started his
career as an academic researcher. He was awarded his PhD in 1995, and
became a Lecturer at the Cambridge University Computer Laboratory in the
same year. In 1998, Ross Anderson set up the Foundation for Information
Policy Research, a think tank and lobbying group on information technology
policy. In 2000, he became a Reader in Security Engineering, and in October
2003 was established as Professor of Security Engineering at the University
of Cambridge.

Security Engineering - as Professor Anderson defines it — is about build-
ing systems to remain dependable in the face of malice, error or mischance.
As a discipline, it focuses on the tools, processes and methods needed to
design, implement and test complete systems, and to adapt existing systems
as their environment evolves.

Ross Anderson started his research career in the areas of computer secu-
rity —or asitis widely called nowadays, cybersecurity — investigating both core
principles of cryptographic algorithms, as well as their deployment. Among
others, he is a co-author (with Eli Biham and Lars Knudsen) of the block ci-
pher Serpent, one of the finalists in the Advanced Encryption Standard (AES)
competition. He has started strong research threads in neglected areas of
computer security, ranging from hardware security to the uses of signal pro-
cessing. Professor Anderson investigated many interesting new applications
of computer security, from banking machines to medical records, which have
failure modes from which engineers can learn. Since 2001, he has developed
“security economics” as an alternative framework for understanding the sub-
ject of computer security since systems very often fail not because of some
technical mistake but because of misaligned incentives. In 2001, he authored
a widely used book, Security Engineering — A Guide to Building Dependable
Distributed Systems. He has also contributed to the design of a number of
widely-deployed systems, from peer-to-peer systems through prepayment
utility meters (with 400 million installed) to the HomePlug standard for power-
-line communications (widely used to extend WiFi networks). This work has
been recognised by an award of the Lovelace Medal, the UK'’s top award in
computing, in 2016.
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Along this way of highly influential research, Professor Anderson was
elected a Fellow of both the Royal Academy of Engineering and of the Royal
Society, in 2009. The Association for Computing Machinery, Special Interest
Group on Security, Audit and Control, awarded Ross Anderson in 2015 with
the Outstanding Innovation Award.

Ross Anderson is an outspoken defender of academic freedoms, intellec-
tual property and other matters of university politics, known well beyond the
lawns of the University of Cambridge and its colleges. He was an elected mem-
ber of Cambridge University’s governing body from 2003-2010 and 2015-2018.

Ross Anderson has cooperated with researchers of Masaryk University
since 1996. Since then, three researchers of the Faculty of Informatics have
stayed in Cambridge for their postdocs or sabbaticals (some repeatedly), and
numerous PhD students have visited the Computer Laboratory Security Group
or attended the Security Protocols Workshop, where the interactions between
both PhD students and academic staff of both Masaryk and Cambridge uni-
versities take place almost every year. And it is no accident that this workshop
- out of the three years being hosted outside Cambridge — took place in Brno
twice, with Professor Anderson presenting his latest research findings.

The honorary doctorate presented today to Professor Anderson is
therefore not only a recognition of his professional qualities and scientific
achievements, it is also a recognition of his contribution to the development
of research and cooperation with Masaryk University, namely its Faculty of
Informatics.
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SPEECH

Ross Anderson

Dear guests, ladies and gentlemen,

| am humbled to receive a doctorate honoris causa from Masaryk University.

One of the things we often get asked is this. What's the secret of success-
ful multidisciplinary research?

My thesis adviser, the late Roger Needham, had a maxim that good re-
search comes from real problems. The problems he worked on were techni-
cal: they were to do with designing new computer systems and networking
equipment. | followed this tradition, but working on big applications. An early
project was electrifying millions of homes in South Africa; the innovation was
using cryptography for development, selling electricity via a 20-digit magic
number that you buy from a store or ATM and type into your meter to make
the lights come on. The STS system we developed is now used in 400 million
meters in 100 countries.

Another project was understanding what goes wrong with payment
systems; when the United Kingdom was hit with a wave of ATM card forgery
in the early 1990 s, two thousand victims ended up suing 13 banks for £2 m
of losses. | was lucky enough to be the expert witness for the complainants,
which enabled me to collect lots of data. The work on payment fraud inspired
my students and me to look at ways of hacking smartcards, and at other ways
to deceive the cryptographic equipment banks use.

In short, when you start looking not just at real problems, but at the prob-
lems of real-world applications, then you have to deal with the mathematics,
the metal, and everything in between - the electrical engineering, the protocol
design and the software. But more was to come.

In 2001 we started to realise that the root causes of security failures in
complex real-world systems are usually down to incentives.

If Alice guards a system while Bob pays the cost of failure, you can expect
trouble. For example, preventing payment fraud needs effort by merchants and
by the banks that acquire transactions from them, while the costs of fraud fall
on cardholders and on the banks that issue them with cards. Thus was born
the subject of security economics. Why is there so much insecure software?
Who's going to pay for maintenance now that we're putting software in durable
goods such as cars and medical devices? Why do policemen mostly ignore
cybercrime, despite the fact that it's now over half of all acquisitive crime,
by volume and value? And why have the patterns of cybercrime not changed
much in the past ten years, while we all moved from laptops to phones, and
life moved to online social networks?

My mission in later life has been to develop security engineering as
a discipline. Just as a medic needs to know anatomy, physiology, pharmacy,
psychology, surgery and many other things, and an architect needs to know
structural mechanics, lighting, acoustics, planning law, drawing, art history
and many other things, so also the security engineer needs a broad spectrum
of knowledge, from cryptography to software safety and from physics through
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economics to psychology. As with medicine and architecture, these compo-
nents have to be brought together in the context of professional experience
which we can focus via case studies and explore with industrial collaboration.

As technology changes our world, we academics will need to develop
many new disciplines to cope. This will be most obvious in the sciences and
engineering but will be wider than that. How do we empower scholars in the
humanities to do research with the torrent of data that social media offer us?
How do we assure safety and fairness in a world of pervasive smart devices?
How do we advise policymakers about privacy, censorship and the many other
issues the public will want them to tackle?

The secret, | believe, is not to say “Let’s do some multidisciplinary work”
but to find real problems and then build the teams you need to tackle them.
That in turn means developing the academics to lead such work, and as any
worthwhile programme may have to be sustained for ten or twenty years, it also
means creating support structures. Every good university should, in my view,
aim to have several such long-term programmes of developing new types of
knowledge. That's really why we're here.

| wish you all the best in this endeavour!
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SOLEMN OATH

Distinguished sir, before | confer upon you this title
in appreciation of your extraordinary scientific merits
and exceptional competences, we must observe

the ancient custom which requires those about

to be presented with this academic title to take

a solemn oath.

Distinguished sir, because you have contributed
to the development of our university and provided
others with an example worthy of following,

| hereby ask you to swear:

First of all, that you shall forever maintain your
allegiance to this university, which bears the illustrious
name of Masaryk, forever keep your friendship

and continue to support it with all your strength.

Moreover, that you shall continue to cultivate the
development of human knowledge so that its light
shines ever brighter. And finally, that you shall
remain in the future as you are now, unchanging.

Do you swear and promise
to do so to the best of your knowledge and belief?

I SWEAR AND I PROMISE.

Now that | have gratefully received your solemn oath,
I, the duly constituted promoter, by the authority
bestowed upon me, proclaim you,

ROSS JOHN ANDERSON,
HONORARY DOCTOR
IN THE FIELD OF INFORMATICS.

| hereby publicly declare your appointment and grant
you the rights and privileges associated with this title.
As proof, | present you with this diploma, bearing the
seal of Masaryk University, and confer upon you the
Gold Medal of this university.

SOLEWN OATH
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